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l THE RAPID GROWTH OF GLOBAL DATA

OF THE DATA
WILL UVE IN OR
THROUOM

THE BIG DATA
REVOLUTION

"Big Data is hot! Now what?" - Forbes

Information sourced from Cliintel | www.ExplainYourData.com Viktor Mayer-Schanbergor

and Keaneth Cukier
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“Promlse & Peril of Big Data”

£n one hand, [big data] is mcredlb\

valuable in aggregate to us as a

society. On the other hand, it is

Incredibly intimate to each of us

personally. We need to figure out
how to get the group value from our

data without sacrificing that
iIndividual intimacy. And we'll be
debating individual instances of this

for years to come. /

- Bruce Schneier?

1. http://www.wired.com/brandlab/2015/05/bruce-schneier-privacy-data-free/
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"t ULy’ §uaaav Big Data

Richards & King (2013)':

o ANNEDULLIBAIANNTUSIA
(Transparency Paradox)

o ANUEIAULLEIITAYAAANT AL
(Identity Paradox)

e ANUEAULLLIBBAYAIUNA
(Power Paradox)

1. “Three Paradoxes of Big Data” : http://www.stanfordlawreview.org/online/privacy-and-big-data/three-
paradoxes-big-data
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HACKING TEAM RCS

Citizen Lab 2014

Bill Marczak, Claudio Guarnieri, Morgan Marquis-Boire & John Scott-Railton

Suspected Govemment Users Worldwide

21 SUSPECTED GOVERNMENT USERS

AMERICAS EUROPE MIDDLE EAST AFRICA ASIA

52%(in bold) fall in the bottom 3rd of a World
Mexico Hungary Turkey Oman Egypt Nigeria Azerbaijan Thailand Bank ranking* of freedom of expression and accountability

Colombia  Italy Saudi Arabia Ethiopia Sudan Kazakhstan South Korea
Panama Poland UAE Morocco Malaysia Uzbekistan ‘ 29 Aarem the bottom 3rd for Rule of Law
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“Revelations of NSA Spying
Cost U.S. Tech Companies”

New York Times 3/21/14

The United States Cloud computing (ol T
industry could lose $35 billion by 2016. ('; ]C
- Information Technology and Innovation

Foundation ;x cll[ ﬂ 0 rl(

The losses could be as high as $180

billion, or 25 percent of industry revenue T’ |
/ - Forrester Researc'h (/“11 c5
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China 'social credit’: Beijing sets up huge
system

By Celia Hatton
BBC News. Beijing

«$ Share

(@© 26 October 2015 ' China

—-—

China's biggest matchmaking service, Baihe, has teamed up with Sesame

In most countries, the existence of a credit system isn't controversial. Past
financial information is used to predict whether individuals will pay their
mortgages or credit card bill in the future.

But China is taking the whole concept a few steps further. The Chinese government
is building an omnipotent "social credit" system that is meant to rate each citizen's
trustworthiness.

Top Stories

Sterling falls to new low in Asia
trade

The pound falls to a new low in Asian
trading as concerns about the UK's vote
fo leave the European Union weigh on
investor confidence.
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Call for 'greater care’ after Iraq war
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big data (Taenawizailu open data 6he)
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E Bloomberg Market: Pursuits >olitics Opinio Businessweek signin Q

he Hackers of Damascus

he Internet was a powerful weapon for the rebels fighting to topple
Bashar al-Assad—until their enemies turned it against them
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BIG DATA
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TRANSPARENCY USER CONTROL
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European Data Protection Supervisor, “Meeting the challenges of big data,” November 2015.



